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UY BAN NHAN DAN CONG HOA XA HOQI CHU NGHIA VIET NAM
TINH PHU YEN Doc lap - Tw do - Hanh phic
Sb: 695/QD-UBND Phii Yén, ngay 24 thang 5 ndm 2021
QUYET PINH

Ban hanh Quy dinh mé hinh két néi mang ciia co’ quan
Nha nuéc trén dia ban tinh Pha Yén

CHU TICH UY BAN NHAN DAN TINH

Can Ludt Té chirc chinh quyén dia phwong ngdy 19/6/2015 va Ludt sira doi,
bé sung mot s6 diéu cua Ludt Té chike Chinh phu va Luat T 6 chire chinh quyén dia
phuong ngay 22/11/2019;

Can cit Quyét dinh 28/2018/0D-TTg ciia Thii tuwéng Chinh phii vé viéc giri, nhdn
van ban dién tik gitta cdc co quan trong hé thong hanh chinh nha nedc;

Can cir Nghi quyét sé 17/NQ-CP ngay 07/03/2019 ciia Chinh phii vé mét sé
nhiém vu, gidi phap trong tam phat trién Chinh phu dién twr giai doan 2019-2020,
dinh hwéng dén 2025;

Can civ Nghi dinh s6 85/2016/NB-CP ngay 01/07/2016 cia Chinh phii vé
ddam bdo an toan thong tin theo cap dd;

Can cir Théng tw s6 03/2017/TT-BTTTT ngay 24/04/2017 ciia Bé trucng B
Théng tin va Truyén théng vé quy dinh chi tiét va hudng dan mét sé diéu ciia Nghi
dinh so 85/2016/NP-CP ngay 01/7/2016 cua chinh phii vé bdo dam an toan hé
thong théng tin theo cdp dg;

Can cir Van ban hop nhdt sé 01/VBHN-BTTTT ngay 16/3/2020 cua B¢
Théng tin va Truyén théng vé Quy dinh vé _quan ly, van hanh, két néi, sir dung va
bao dam an toan thong tin trén mang truyen s0 liéu chuyén dung cua cdc co quan
Padng, Nha mede “Hop nhat Théng tw sé 27/2017/TT-BTTTT ngay 20/10/2017 ciia
Bé Théng tin va Truyén théng Quy dinh vé quan 1y, van hanh, két néi, sir dung va
bao dam an toan thong tin trén mang truyén sé liéu chuyén ding ciia cdc co quan
bDang, Nha nwoc va Thong tw so 12/2019/TT-BTTTT ngay 05/11/2019 cua Bo
Théng tin va Truyén théng siea doi, b6 sung mét so6 diéu cia T hong tw 6
27/2017/TT-BTTTT ngay 05/10/2017 cua B¢ truong Bo Thong tin va Truyén thong
quy dinh ve quan ly, van hanh, két néi, sir dung va bdo dam an toan thong tin trén
mang truyén sé liéu ‘chuyén dung cua cdc co quan Dang, Nha nuoc”,

Can cir Quyét dinh s6 24/2020/0P-UBND ngay 26/8/2020 ciia UBND tinh
vé Ban hanh Quy ché quan 1y, van hanh, két néi va sir dung Mang truyén sé liéu
chuyén ding cdp II trén dia ban tinh Phii Yén;

Can cir Ké hoach hanh dong sé 141/KH-UBND ngay 16/7/2019 ciia UBND
tinh vé viéc thuc hién Nghi quyét sé 17/NO-CP ngay 07/3/2019 cia Chinh phii vé
mot s6 nhiém vu, gidi phdp trong tam phdt trién Chinh phi dién tir giai doan 2019-
2020, dinh hwéng dén 2025,
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Cén c K& hoach 166/KH-UBND ngay 14/9/2020 cda UBND tinh vé viéc Trién khai Internet
protocol version 6 (IPv6) trong cac co quan Nha nwéc tinh Pha Yén giai doan 2020 — 2022;

Can cir Cong van sé 273/BTTTT-CBDTU ngay 31/01/2020 ciia B¢ Théng tin
va Truyén théng vé viéc hudng da~n mé hinh tham chiéu vé két noi mang cho bg,
nganh, dia phwong; Cong van s6 1694/BTTTT- CATTT ngay 31/05/2019 cua B9
Thong tin va Truyén thong ve viéc huong dan yeu cau an toan théng tin co ban doi
VGi hé thong thong tin két ndi vao mang truyén sé liéu chuyén ding;

Xét dé nghi cua Gidm doc S¢ Théng tin va Truyén théng tai To trinh so
26/TTr-STTTT ngay 10 thang 5 nam 2021.

QUYET PINH:

Picu 1. Ban hanh kém theo Quyét dinh nay Quy dinh mé hinh két ndi mang
cua co quan Nha nudc trén dia ban tinh Phu Yén.

Piéu 2. Giao S¢ Thong tin va Truyén thong to chirc trién khai, huéng dan,
d6n ddc thuc hién Quyét dinh nay; dinh ky bao cao UBND tinh, Bo Thong tin va
Truyén thong theo quy dinh.

Piéu 3. Chanh Vin phong UBND tinh; Giam déc So Thong tin va Truyen
thong; Thu trudng cac sé, ban, nganh, Chu tich UBND céc huyén, thanh pho, cac
co quan, td chirc va don vi co lién quan chiu trach nhiém thi hanh Quyét dinh nay
ké tir ngay ky./.

KT. CHU TICH
PHO CHU TICH

H6 Thi Nguyén Thao
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QUY PINH MO HINH KET NOI MANG CUA CO QUAN NHA NUOC
TREN PIA BAN TINH PHU YEN
(Ban hanh kém theo Quyét dinh s6 695/0D-UBND ngay 24 thing 5 nam 2021 ciia
Chu tich UBND tinh Phu Yén)

I. GIOI THIEU VA GIAI THICH TU NGU

1. Gioi thi€u mang TSLCD:

- Mang Truyén s liéu chuyén dung (sau day viét tat 1a mang TSLCD) la ha
téng duoc xdy dung dé truyén tai thong tin chuyén dung thong sudt tir Trung wong
dén dia phuong phyc vu bai toan ung dung CNTT phuc vy Chinh phu dién tu,
Chinh quyén s6 Mang TSLCD bao gom mang TSLCD cip I va mang TSLCD cép
II.

- Mang TSLCD cép I: két ndi cac BY, co quan ngang B0, co quan thudc
chinh phu, Tinh @y, UBND tinh va HDND tinh. Mang TSLCD cép I 14 ha ting
truyén tai két ndi cia NGSP (nén tang chia sé, lién thong, tich hop & cip TW) do
Cuc Buu dién Trung uong — Bo Thong tin va Truyén thong truc tiép quan 1y, van
hanh.

- Mang TSLCD cap IT: két ndi cac co quan Pang, Nha nudc trong tinh Phu
Yén tir cap tinh den cap xa (trr Tinh uy, HDND tinh va UBND tinh). Mang
TSLCD cap Il 1a ha tang truyen tai co ban cta tinh Pht Yén dong vai tro truyén tai
ket nbi lién thong ciia LGSP (nén tang chia s¢, lién thong tich hop cua tinh) va két
nbi lién thong guri nhan van ban dién tur 4 cp.

- Mang TSLCD cip II két nbi véi mang TSLCD cép I qua két ndi trung ké
do doanh nghiép Vién thong bao dam theo yéu cau quy dinh cta phap luat.

2. Giai thich tir ngir

- HTTT: Hé théng thong tin.

- CQDT: Chinh quyén dién tu.

- CSDL: Co sé dir liéu.

- UBND: Uy ban nhan dan.

- TTDL: Trung tam dit licu.

- DNVT: Doanh nghiép Vién thong.

- Mang LAN (Local Area Network): Mang cuc bo.

- Mang WAN (Wide Area Network): Mang dién rong.

- VPN: (Virtual Private Netwok.): Mang riéng do.

- VLAN: (Virtual Local Area Network): Mang cuc bo 4o.
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II. PHAM VI TRIEN KHAIL POI TUQNG AP DUNG

1. Cac co quan Nha nuéc trén dia ban tinh Phu Yén c6 diém két ndi vao ha
tang ctia mang TSLCD cp IL.

2. Cac doanh nghiép vién thong c6 ha tang truyén dan du diéu kién tham gia
cung cip, quan 1y, van hanh, két ndi va dam bao an toan thong tin cua mang
TSLCD cap II tinh Pha Yén.

III. NGUYEN TAC AP DUNG

1. Mang TSLCD cép II duoc str dung 1am ha tang truyén dan cin ban trong
két ndi cac HTTT CQDT cua tinh va lién thong, chia sé dit liéu cia tinh (bao gdm
cac HTTT duoc trién khai co pham vi tir trung wong dén dia phuong va HTTT noi
bd phuc vu bai toan quan 1y, diéu hanh va phat trién chinh quyén dién tr cua tinh
Phu Yén, nén tang lién thong, tich hgp LGSP, cac CSDL két ndi dé khai thac hoic
két ndi dé chia sé, tich hop).

2. Viée két ndi tir nguoi dan, doanh nghiép vao cac HTTT cua Chinh phu,
ctia tinh Pht Yén dugc trién khai qua ha tAng mang Internet.

3. H¢ thong may chu tmg dung tai phan h¢ két ndi mang TSLCD cép II dugc
phan tach vé mit vat 1y v6i phan hé két ndi mang cong cong.

4. Mbi co quan, don vi chi ¢6 01 két ndi vat Iy duy nhat dong vai tro truyén
tai luu lugng chuyén dung va luu luong Internet phuc vu nhu ciu truy cap ung
dung chuyén dung va ung dung céng cong ma Chinh phu va UBND tinh cung cap
trén moi trudng mang.

5. Tai nguyén dia chi ctia mang TSLCD cép II duoc quéan 1y, quy hoach bai
Cuc Buu dién trung vong — Bo Thong tin va Truyén thong cap cho co quan, don vi
trén dia ban tinh theo ding quy dinh cua phap luét.

IV. MO HINH KET NOI THAM CHIEU

1. Poi véi TTDL dit tai DNVT

a) Truong hop 01:

Ap dung dbi v6i cac HTTT va CSDL chuyén dung phuc vu tinh Phu Yén
duoc dat tai TTDL cia DNVT (thué dich vu CNTT) khi nang luc ha tang két ndi
vao mang TSLCD cép I ctia DNVT chua dap Gmg theo yéu cau ctia B Thong tin va
Truyén thong tai Thong tu s6 12/2019/TT-BTTTT ngay 05/11/2019 BTTTT vé sira
d6i, bo sung mot s6 diéu cua Thong tu sd 27/2017/TT-BTTTT ngay 20/10/2017
ciia Bo truong Bo Thong tin va Truyén thong quy dinh vé quan 1y, van hanh, két
ndi, sir dung va bao dam an toan thong tin trén mang truyén s6 liéu chuyén dung
cua cac co quan Dang, Nha nudc (sau day goi la Thong tu s6 12/2019/TT-BTTTT).

DNVT phai thiét 1ap va cung cép két ndi VPN tir TTDL cta DNVT dén cac
try sé ctia UBND tinh, cac S¢ Ban nganh, UBND céc huyén, thanh phé va UBND
cac xa, phuong, thi trén trén dia ban toan tinh bﬁng mot trong hai hinh thirc IPsec
VPN qua mdi truong Internet hoiic L2/L3 VPN qua ha ting mang ciia doanh
nghiép vién thong 13 yéu cau bat budc dé dam bao két ndi an toan ddi véi cac
HTTT va CSDL chuyén dung cua tinh Phu Yén.

b) Truong hop 02:

Ap dung khi DNVT c¢6 ha ting di dap ung yéu cau duoc Quy dinh tai Thong
tu 12/2019/TT-BTTTT. Khi do viéc truy cap cac ung dung chuyén dung ma DNVT
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cung cép phuc vu cho tinh Phu Yén dugc thuc hién qua ha tr:ing mang TSLCD
(mang TSLCD cap I va Mang TSLCD cap II)

Luu luong chuyén dung tr TTDL ctia DNVT s& duoc dinh tuyén di qua
mang TSLCD cép I vé Mang TSLCD cép I dén tru s& 1am viéc cia UBND tinh,
Céac So Ban Nganh, UBND cac huyén, thanh phd va UBND céc xa phuong, thi trdn
trén dia ban tinh Pha Yén. Luu lugng Internet sé dugc € nhénh tai cdc don vi hoac
tai céng két ndi diém tap trung luu lugng cua tinh dat tai DNVT.

Trén co sé phan tich nhimng yéu cau cua ha ting mang theo quy dinh va tng
dung CNTT hién tai cua tinh Phu Yén. Uy ban Nhan dan tinh quy dinh mé hinh két
ndi mang LAN, mang TSLCD cép II cta cac co quan Pang, Nha nudc trén dia ban
tinh Phu Yén nhu sau:

- M6 hinh két n6i mang tong thé cta tinh Pha Yén (Phu luc 01).

- M6 hinh két n6i mang TSLCD cép II va Mang noi bo LAN (Phy lyc 02).

- M6 hinh két ndi Internet va TSLCD cép IT caa TTDL tinh (Phu luc 03).

- M6 hinh Mang LAN theo cip d6 an toan thong tin danh cho co quan, don
vi co HTTT (Phu luc 04).

2. Pbi v6i trueong hop tinh ¢6 TTDL riéng

Truong hop nay dugce ap dung cho viéc trién khai cac HTTT va CSDL tai
TTDL tinh Pht Yén

- Luc nay TTDL cua tinh thyc hién tdch phan h¢ chuyén dung doc 1ap voi
phan hé cong cong.

- Thyc hién két ndi Internet cho phan hé cong cong va cung cap dich vu cho
nguoi dan va doanh nghiép qua ha tang mang Internet.

- Két ndi va cung cép dich vu chuyén dung cua tinh phuc vu cac co quan
Pang va Nha nudc trén dja ban tinh qua ha ting mang TSLCD cép I1.

- Thuc hién cac bién phap dam bao an toan thong tin khi két ndi vao ha tang
mang TSLCD cép II theo quy dinh hién hanh.

V.TO CHUC THUC HIEN

1. S& Thong tin va Truyén thong

- Co quan thuong truc tham muu huéng dan cho cic co quan, don vi trén dia
ban tinh thuc hién trién khai theo mé hinh két ndi ma tinh da chon.

- Chu tri hudng dan k¥ thuat, theo ddi, giam sit cic co quan, don vi thyuc
hién, nang cap hoan thién hé théng mang nd1 bd LAN theo m6 hinh mau can ctr vao
yéu cau cap do cua HTTT ma don vi trién khai tai co quan minh.

- Phéi hop véi cac doanh nghiép vién thong va cac co quan don vi lién quan
yéu cau thyc hién cac két ndi, bién phap dam bao an toan thong sudt cho ha tang
két ndi cua tinh.

- Quan Iy tap trung ha ting, luu luong mang TSLCD cap II khi ha tang
TTTHDL dugc ning cap dap tmg dugc yéu cau.

- Phéi hop v6i doanh nghiép vién thong cung cip ha ting kénh két ndi, dinh
tuyén, cai dat hi€u chinh theo dia chi IP Wan va IP Lan da quy hoach cho cac co
quan, don vi cua tinh Pht Yén.

2. S& Tai chinh: Trén co s& dé nghi cia S& Thong tin va Truyen thong va
cac don vi, can cir kha nang ngan sach tham muu UBND tinh v€ nguén va muc
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kinh phi chi thuong xuyén dé don vi thyc hién nhiém vu theo quy dinh Luat ngan
sach nha nudc va quy dinh hi¢n hanh.

3. Cac co quan Nha nudc trén dia ban tinh

- Phéi hop véi S& Thong tin va Truyén thong thyc hién ra soat lai ha tang
mang ndi bo LAN cua don vi minh, trién khai nang cap cac diéu kién can thiét dam
bao két ndi theo mo hinh quy dinh.

- Chui dong lam viéc v6i co quan chuyén trach vé an toan thong tin dé xuat
hd so xac dinh cép dd an toan thong tin cho HTTT cua don vi minh.

4. Cac Doanh nghi¢p Vién thong

- Hb tro cac co quan, don vi trén dia ban tinh thiét 1ap thiét bi dau cudi cua
mang TSLCD cap II, phan tach VLAN gitra chuyén dung va cong cong.

- Trién khai phan tach ha tang ctia minh tach riéng véi ha ting mang TSLCD
cap II dam béao cac yéu cau k¥ thudt, an toan thong tin theo quy dinh phap luat.

- Trién khai diém tap trung luu lugng Internet cho cac co quan, don vi trén
dia ban tinh.

- Xay dung phuong an két ndi dam bao thong sudt cho ha tang mang TSLCD
cap II két ndi trung ké véi mang TSLCD cap I dap tng yéu cau ky thuat, bao dam
an toan thong tin.
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‘ u "PHULUC 1 ] ’
MO HINH TONG THE KET NOI MANG TiNH PHU YEN

— —  Lufu lfgng Inzernet
—_—— Lunu Iuramg chiuyén ding

Hinh 1: M6 hinh tong thé két néi mang tinh Phii Yén
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’ PHULUC2
HUONG DAN MO HINH KET NOI
MANG TSLCD CAP Il VA MANG NOI BO LAN

1. Danh muc tir viét tit, giai thich tir ngir

- DNVT: Doanh nghiép vién thong.

- TSLCD cap II: Mang truyén s liéu chuyén dung cap II.

- LAN: Mang n0i bg.

- Céng két ndi vao mang TSLCD cép II 14 thiét bi mang, thiét bi bao mat
hoic thiét bi khac c6 chtrc ning twong dwong dé cung cap giao dién két ndi giira hé
théng mang ctia co quan, t6 chtrc véi mang TSLCD cap 1L

2. M6 hinh két ndi mang TSLCD cap II

2.1

Phédn hé mang TSLCD cd'p 17

MG hinh tdp trung heu leong vé diém qudn 1y tdp trung ciia DNVT:

- Trén mang TSLCD cép II: Tao két nbi diém — da diém tir cac co quan, don
vi vé diém tap trung cua doanh nghi¢p vién thong.

- Tai diém tap trung cia DNVT: Chuyén tiép luu lugng tir cac don vi truc

thudce truy

cap cac ung dung tai Trung tam di li¢u tinh Pha Yén.

- Luu lugng Internet: R& nhanh tai cong két ndi cia cac don vi hodc diém tap
trung Internet tai tinh (dat tat DNVT hodc tai TTDL cua tinh).

MANG TRUYEN 5O UEU CHUYEN DUNG CAP | - CUC BUU BIEN TRUNG UFONG

—— IR e
| f = . i . [ i e HOND usno |
> i )

| apquma
TT TRUNG KE (3+3)

EHEM TAP TRUNG MANG
WAN CUA BiA PHUIONG

T+ 1 +
] e ﬁ 4 ‘ T T & ¢
DiNH TUYEN DIt TUYEN JLi oynam TuvEn | Dt TUVEN i TUVEN
= i L — —
mEEEN | § ¥ F
———— E— — BON V] TRUC THUSC O BON V) TRFC THUSE E
1] BERR | == 11 ) =-. [~ =p =
BON V] TRYC THUOC A BON V] TRUC THUOC B BON V] TRUT THUDC © b s

- e e g AN

Hinh 2: M6 hinh phdn hé mang TSLCD cap 11
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2.2. Phin hé > mang ngi bg LAN
- Tai cong két noi cua don vi: Tach riéng phan h¢ ket ndi Internet va phéan hé

két ndi mang TSLCD cap II. Cong két ndi tai don vi cin dap umg cac yéu cau tai
muc 2.3.

- Tai phan hé LAN: 1 mdy tinh sir dung dong thoi 2 két ndi 1a Internet va

TSLCD.

- Trén hang ting mang DNVT cung cap Internet: Trién khai diém quan 1y tap

trung Internet.

MANG TRUVEN 58 UEU CHUYEN DUNG CAP | - CUC BU'U BIEN TRUNG LIONG

DIEM rﬁmmmmm

CAP G NG
TRUNG il (1]

MANG TRUYEN 5O LUEU CHUYEN DONG CAP 11

- : \
~ MANG TRUYEN TAI CUA nnﬁruu NGHIEP VIEN THONG/
MANG WAN BNPP TIF TRIEN KHAI
!

|&
ROLITER BEN =
i
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& IPL AN .-I!i..L'i- = AFLAN. &
e @
dos daa A
‘\'!n-m il ug L Ngwid dung g L MNgird ﬂﬁng, g
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i

e =i e lee'ng WAN

e — e Ll g it

Hinh 3: Mo hinh phan hé mang LAN
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- M6 hinh mang n6i b LAN chi tiét nhu sau:

Laptop
&1 wifiol  Wifi)2  wifios
((“)) ((‘})) ((H)) ﬁ bile

Mang TSLCD

| Viing
& Mang bién

Router

Viing mang ndi bo

997

PCO1 PCO2  PCO3  PCO4

Internet

Firewall

ISP

Ldap DB Storage  FTP File
Server Server

Hinh 4: M6 hinh mang LAN

2.3. Cac yéu cau doi voi Cong két n01 vao mgng TSLCD cap IT

2.3.1. Yéu cau vé chirc ning cua Céng két noi

- Hé théng mang cua co quan, to chic khong duoc két ndi tryc tiép véi mang
TSLCD cép II ma phai thong qua Cong két nbi.

- C6 thiét bi chuyén dung duogc sir dung lam Céng két ndi, dé quan 1y truy
cap gilta mang cua co quan, to chitc vao mang TSLCD cép I1.

- Cong két ndi co cac chirc nang cho phép trién khai cac dich vu quy dinh tai
Diéu 5 Thong tu 27/2017/TT-BTTTT ngay 20/10/2017.

- Pap tng yéu cau dugc néu tai phu luc 1 Thong tu 12/2019/TT-BTTTT
ngay 05/11/2019.

2.3.2. Yéu cau thiét lap cau hinh chinh sach bao mdt cho C(fng két noi

- Thiét 1ap chinh sach truy cap tir bén ngoai mang: Cong két ndi phai dugc
cau hinh chi cho phep truy cép tir bén ngoai cac dich vu ma hé théng mang cta co
quan, to chuc cung cap; chan tat ca truy cp toi cac dich vu, ing dung ma hé théng
khong cung cap hoac khong cho phep truy cap tir bén ngoai.

- Thlet 1ap chinh sach truy cap tur bén trong mang: Cong két ndi phai duoc
th1et 1ap cau hinh chi cho phép cac dai dia chi IP ngudn cia co quan, to chic két
ndi ra bén ngoai.

- Nhat ky hé thong:
+ Thiét 1ap chtic nang ghi, luu trir nhat ky hé thong trén Cong két ndi.
+ Luu trit nhat ky hé thong cuia thiét bi t6i thiéu 03 thang.

- Thiét 1ap chinh sach bao mat cho thiét bi hé théng:
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+ Cong két ndi phai duoc cdu hinh chirc ning xac thuc ngudi dung khi quan
tri thiét bi truc tiép hoac tir xa.

+ Thiét 1ap c4u hinh chi cho phép sir dung céc két ndi mang an toan khi truy
cap, quan tri thiét bi tir xa.

+ Khong cho phép quan tri, c4u hinh thiét bi truc tiép tir cac mang bén ngoai,
truong hop bét budc phai quan tri thiét bi tir xa phai thyc hién gian tiép thong qua
cac may quan tri trong hé thong va sir dung két ndi mang an toan.
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tinh.

o ) ) PHU LUC 3 ) L )
MO HINH KET NOI MANG MANG TSLCD (;AP II VA KET NOI
INTERNET CUA TTTHDL TINH

1. Két ndi mang TSLCD cép II ciia Trung tim dir li¢u tinh

MANG TRUYEN SO LIEU CHUYEN DUNG CAP | - CUC BU'U BIEN TRUNG UONG

TTDL dét tai tru s& B/N/DP

rpnanucmg | Phn viing
HTIT cong a a | HTTT chuyén
e W T T N T W e

MANG BACKBONE LIEN TiNH

\ CAPQUANG
|TRUNG KE (1+1)

MANG TRUYEN TAI CUA DOANH NGHIEP VIEN THONG/
MANG WAN BNDP TU TRIEN KHAL

ROUTER BIEN

< IPLAN —»

< IP Public = | < : » |
s = e BnEn Vg o e
gggmamEg00 | L84 BB B
W W oy s & W W Ngiwrdi diing Ngwoi dung
TTDL ciia tinh dit tai S& TTTT BON VITRUCTHUOCB/N/BP  DON V] TRUC THUSC B/N/BP

Ghi chi:

Lwu lrong truy cap tir can bd, cong
- chifc vao HTTT cia BNDP
Lwu lrgng truy cap tir nguei dan,
= doanh nghiép vac HTTT cia BNDP

Hinh 5: M6 hinh két noi TTDL tinh vio Mang TSLCD
(theo mé hinh 56 04 ciia CV 273/BTTTT-CBDTW)

Mb hinh két ndi TTDL cua tinh (dat tai S¢ TTTT) vao mang TSLCD 1a m6
hinh st dung trong trudong hop tinh ¢6 TTDL riéng dt tai tru so cua minh. Két noi
te TTDL cua tinh vao mang TSLCD st dung kénh truyén mang TSLCD san c6 cua
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Cdc yéu ciu co ban:

- S& TTTT can phan tach phan vang HTTT chuyén dung va phin ving
HTTT cong cOng.

- P6i v6i phan ving HTTT chuyén dung:

+ Két ndi vao mang TSLCD sir dung IP private do Cuc BDTW quy hoach
(Trong trudng hop bi trung IP thi 6 phuong an phdi hop xtr Iy d6i véi BNDP).

+ Phan ving HTTT chuyén dung dé dong bd co so dit liéu voi HTTT cua
Chinh pht, cta tinh va két ndi tir can bd, cong chirc dén HTTT chuyén ding.

- P6i v6i phan ving HTTT cong cong:

+ Phan vung HTTT cong cong phuc vu nguoi dan, td chirc, doanh nghiép
truy cap dén HTTT cong cong.

+ St dung AS/IP doc 1ap do VNNIC cép, két ndi Internet theo co ché multi-
home t&i mot hodc nhiéu ISP, két ndi vao VNIX.

2. Két ndi Internet ciia Trung tim dir liéu tinh

Hé théng VNIX
Mang TSLCD )

b ) 1¢ thing Litm
L soat ATTT

Phim vung HTTT Hé théng kiém Phiin ving HTTT
chuyén ding soit ATTT cong chng
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Hinh 6: M6 hinh két noi Internet ciia TTDL tinh

G
g
AR

Viliid )
-




CONG BAO/S6 16/Ngay 01-6-2021 55

IP/ASN Pgc lap |

i Firewall

i Switch

TPvaTEys 3 {§I
Hmh 7: M6 hinh két noi Internet cho TTDL thzet ké phan ting

Hai mo hinh trén mé ta cu thé cach thirc két ndi Internet ctia Trung tdm dit
li¢u tinh Phu Yén.

Yéu ciu:

Hé théng mang TTDL két néi Internet cin dwoc thiét ké theo mé hinh phdn
tang, bao gom cdc khoi nhir sau:

- Téng dinh tuyén: Khéi Router Gateway két ndi dinh tuyén da hudng cho
toan bo hé thong mang véi cac ISP, tram trung chuyén Internet qudc gia VNIX.

- Tang an toan an ninh: Khoi Firewall/IPS dam bao an toan tong thé cho hé
théng mang, bao vé hé thong mang va cac phan ving quan 1y phia trong mang.

- Tang chuyén mach: Khéi Hé thong chuyén mach (Switch) két nbi giira cac
tang, cac phan ving quan 1y va cac hé théng thiét bi may chu.

- Tang méy cha: Khéi Server farm 1 cac may chi, tng dung, thiét b luu trix,
sao luu...

Phdn hé Internet can dwoc quy hoach theo kién tric ciia mot mang doc lap,
két noi da hwéng (multi-home), tirng buéc chuyén doi IPv6:

- Mang doc lap: La mang st dung vung dia chi IP mang Public va s6 hiéu
mang ASN doc 1ap. Tai Viét Nam dia chi IP va ASN duoc quéan 1y cdp phat boi
Trung tim Internet Viét Nam (VNNIC), B Thong tin va Truyén thong (Tham khao
quy trinh dang ky tai https://vnnic.vn/diachiip).

- Két n6i da hudng (multi-home): Mot hé thong mang doc lap s& c6 kha ning
két nbi nhiéu hudng (peerlng hodc transit) voi cac mang doc lap khac, voi cac
DNVT (ISP) khac dé két ndi vao mang Internet, khi c6 su ¢d hudng nay s€ tu dong
chay theo hudng khac va nguoc lai ma khong bi gian doan dich vy, dong thoi co
thé linh hoat trong diéu huéng dé stir dung hiéu qua bang thong két ndi trén cac
kénh truyén theo nhu cau.
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- Chuyén dbi IPv6: Quy hoach mang dam bao hoat dong song song IPv4,
IPv6, c6 16 trinh timg budc chuyén ddi tir IPv4 sang IPv6, tién t6i dimg st dung
IPv4.

Muc tiéu:

- Tai TTDL thyuc hién tach riéng phan hé chuyén dung va phan hé cong cong,
c6 thiét bi kiém soat giira 02 phan hé.

- Phan hé chuyén dung két nbi v6i ha ting mang TSLCD cap II dé cung cép,
phuc vu cac HTTT, CSDL chuyén dfmg cua tinh.

- Phan hé cong cong két ndi, cung cap cho ngudi dan va doanh nghiép cac
HTTT, CSDL cong cong, két nbi voi 02 ISP va tram trung chuyen VNIX ciia Quéc
gia. Tung budc chuyén d6i tir IPv4 sang IPv6 va dam bao két ndi an toan, thong
suot.

3. M6 hinh két ndi Internet ciia cic co quan, don vi trong tinh

MANG TRUYEN 6 UEU CHUYEN DUNG CAP | - CUC BU'U BDIEN TRUNG U'ONG

BIEM TﬁP TRUNG MANG WAN BNDP
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MANG TRUYEN S8 LIEU CHUYEN DUNG CAP Il T
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MANG WAN BNPP TLY TRIEN KHAI
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Ghi chi
-&— — B  Lwulwgng WAN

~%— — P Luulugng internet

Hinh 8: Két noi mang LAN cua don vi truc thuoc vao mang TSLCD
Mo hinh két néi mang LAN vao mang TSLCD cép II 1a mé hinh st dung
trong truong hop cac don vi khong ¢6 HTTT (thuong 1a cac diém thuoc UBND x4,
phuong, thi tran).
Cdc yéu cdu co ban:
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- Ta1 cé)ng két ndi ctia don vi: Thuc hién tach riéng phan hé¢ két ndi Internet
(IP Public do S TTTT quy hoach) va phan hé két ndi mang TSLCD cap II (IP
WAN va IP LAN do Cuc BDTW quy hoach). Cong két nbi tai don vi can dép tng
cac yéu cau tai Phu luc 1 Thong tu 12/2019/TT-BTTTT ngay 05/11/2019.

- Tai phan hé LAN: 1 may tinh st dung déng thoi 2 két ndi Internet va
TSLCD cip 1.

- Trén ha tang mang cia DNVT cung cip két ndi Internet cho don vi: Can
trién khai diém tap trung Internet cho cac CQNN dé quan 1y tap trung luu lugng
Internet ciia cac CQNN tai dia phuong.

- Luu lugng Internet cua cac co quan, don vi di dén diém tap trung cua dia
phuong (do DNVT trién khai).
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PHU LUC 4 -
MO HINH MANG NOI BO LAN KETNOI
PAM BAO AN TOAN HE THONG THONG TIN THEO CAP PQ

1. Mo hinh mang Cap d6 1: Danh cho co quan nha nuéc (CQNN) c6 hé
thong thong tin (HTTT) duogc xac dinh 1a cap do 1.

Laptop
&m Wifiol  Wifi02  wifio3
((a:‘)) ((( ,)) (((vl)) /{}Ehﬂe

A

Mang TSLCD

I
Ving mang khong diy NV
Viing A
& Mang bién
Router
b —& Trunking— @
Switch - Internet
Firewall
S
a ISP
PCOL  PCO2  PCO3  PCO4

Viing may chii ngi bo

THI.

Ldap DB Storage FTP File
Server Server

Hinh 9: M6 hinh mang cdp do 1

Yéu cdu toi thiéu HTTT phdi ddm béo c6 cdc viing mang sau:

- Vung mang bién.

- Vung mang ndi bg.

Tay thujc hoat dpng va nhu ciu siv dung hodc khéong sir dung, HTTT ciia
don vi c6 hodic khéng trién khai cic ving mang sau:

- Vung mang khong day: HTTT khong sir dung mang khong day.

- Ving may cht noi bd: HTTT khong trién khai cic may chii phuc vu ung
dung trong ndi bd co quan, don vi.
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2. Cfip do 2: Danh cho CQNN c6 HTTT duogc xac dinh 1a cép do 2.

Laptop
&i\wmn Wifi02  wifio3
((”)) ((“)) ((”))/ﬂbue
Mang TSLCD
= cép I
(_J

DNVT

Viing mang khing day

T Viing A7
a Mang bién
Viing mang ndi by : Router
Vlan ) & Trunking—— : @
Switch ~ Z,
& 8 L 5 Firewall <
" " | ISP
PCOl  PCO2  PCO3  PCO4 & ﬁ

l

Ving mdy chi ndi b Viing DMZ
3 3 3
la) orage 1

a1

Web  App Proxy

Hinh 10: M6 hinh mang cci'p do 2

Yéu cdu toi thiéu HTTT phdi ddam béo c6 cdc viing mang sau:

- Vung mang bién.

- Ving DMZ.

- Vung may chu ndi bo.

Tiy thujc hoat dpng va nhu ciu siv dung hodc khong siv dung, HTTT ciia
don vi c6 hodc khéng trién khai cdc ving mang sau:

- Vung mang khong day (HTTT khong su dung mang khong day).

- Vung mang noi bo (HTTT khong két noi triee tiép véi mang noi bo).

3. Cap do 3: Danh cho CQNN c6 HTTT duoc xac dinh 1a cap dé 3.

Vung mang khéng day
Laptop Wifio2  Wifio2

@ /I @I") o Bﬁme

Vuang quin tri ‘

Mang TSLCD

Mgt SIEM Backup Monitor & a Vilng mang bién
______ J____, Firewall
} G
| 3

Viing mang ndi b

PCO1 PCO2 PCO3 PCO4

Ldap DB Storage FTP server  File server Web App Proxy Spam
Viing may cha CSDL Viing may chi ngi bg Viing DMZ

Hinh 11: M6 hinh mang cci'p do 3
Yéu cdu toi thiéu HTTT phdi ddm bédo c6 cdc viing mang sau:
- Vung mang bién.
- Vung DMZ.
- Vung may chu CSDL.
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- Vung quan tri.

Tiwy thugc hoat dong va nhu cau sie dung, hé thong théng tin ciia don vi cé
thé trién khai cdc viing mang sau:

- Vung mang khong day (HTTT khong su dung mang khong day).

- Viing mang noi bd (HTTT khong két noz truec tiép véi mang néi bo).

- Ving may cht noi bd (HTTT khéng trién khai cdc mdy chii phuc vu iing
dung trong ngi bo co quan don vi).

4. Thuyét minh cic viing mang

- Vung mang bién: Dat céac thiét bi mang, thiét bi bao mat (router, firewall,
thiét bi dau cudi); két ndi mang véi doanh nghiép vién thong va ISP; kiém soat,
phat hién va ngan chin tn cong mang, cac truy cap trai phép va virus mé doc.

- Vung DMZ: Dat cac may chu chay ing dung cung cap cho nguoi ding noi
b, trén mang TSLCD cap II va mang Internet; 1am nhiém vu trung gian giao tiép
V01 cac vung mang bén trong véi mang WAN va mang Internet.

- Vung may chu CSDL: Pat cac may chu chtra co s¢ dir li¢u, thiét bj lwu trix
cho hé thdng tng ctia don vi.

- Vung quan tri: Dat cac may chu diéu khién, quan tri hé théng, sao luu dir
liéu, ghi log, giam sat, hién thi thong tin.

- Viing may chu ndi bd: Ving mang dit cic may chu trién khai ing dung noi
b0, chia s€ dir li€u ndi bo.

- Vung mang ndi bd: Dat cac may tinh cua nguoi dung trong co quan, don vi.

- Vung mang khong ddy: Pat cac thiét bj phat song khong day cho ngudi
dung truy cap.



